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Yorkshire & Humber Area 
Strategic Information Governance Network (SIGN)

Friday 9 November 2018 
1:00pm to 4:00pm – IG Sub Group Meeting

 Lecture Room, Goole and District Hospital, 
Woodland Avenue, Goole, DN14 6RX

A G E N D A


1. Apologies

2. Minutes of previous meeting held on 12 October 2018 – (Paper A)

3. Action Points – (Paper B)

4. Data Protection Regulation

	·         DPO

	·         PIA
CCTV

	·         Awareness

	·         Information You hold

	·         Privacy Notices

	·         Individual’s Rights
Right to Erasure

	·         SAR

	·         Legal Basis

	·         Consent – Recording Opt Outs - SMe

	·         Children

	·         Data Breaches

	·         International


		
5. Regional / National Event Updates

6. IG Education / Personal Development Updates 

7. Data Security and Protection Toolkit

· How are you approaching the need to have all systems administrators sign an agreement that holds them accountable to the highest standards of use? - CS

8. Confidentiality, Data Protection and Freedom of Information

· Yorkshire Imaging Collaborative (Y-IC) DSA - SMe



9. Data and IT / Information Security

· Cloud Computing directive from NHS Digital –RU
https://www.gov.uk/government/publications/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care 

10. Any Other Business

Date of Next Meeting – Friday 14th December  2018, 1:00pm to 4:00pm, Lecture Room, Goole & District Hospital, Woodland Avenue, Goole, DN14 6RX
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Y-IC DATA SHARING AGREEMENT FOR ACCESS OF IMAGES AND REPORTS VIA EI XERO

BETWEEN THE FOLLOWING NHS TRUSTS:

Airedale NHS Foundation Trust

Bradford Teaching Hospitals NHS Foundation Trust


Calderdale & Huddersfield NHS Foundation Trust


Harrogate & District NHS Foundation Trust


Hull & East Yorkshire Hospitals NHS Trust


Leeds Teaching Hospitals NHS Trust


Mid Yorkshire Hospitals NHS Trust


North Lincolnshire & Goole Hospitals NHS Foundation Trust
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SUMMARY SHEET

		Title of Agreement

		Y-IC Data Sharing Agreement for the Access of Images and Reports via EI Xero





		Agreement Reference

		





		Purpose



		To facilitate the sharing of images and reports between the organisations listed below. 

The purpose of the information sharing is to enable or continue patient care and / or treatment







		Member Trusts



		Airedale NHS Foundation Trust


Bradford Teaching Hospitals NHS Foundation Trust


Calderdale & Huddersfield NHS Foundation Trust


Harrogate & District NHS Foundation Trust


Hull & East Yorkshire Hospitals NHS Trust


Leeds Teaching Hospitals NHS Trust


Mid Yorkshire Hospitals NHS Trust


North Lincolnshire & Goole Hospitals NHS Foundation Trust








		Date agreement comes into force

		……… 2018





		Date of agreement review



		……… 2019





		Agreement owner



		





		Agreement drawn up by:

		





		Location of agreement in force



		





		Protective marking



		





		  1. INTRODUCTION





Government policy places a strong emphasis on the need to share information across organisations or organisational / professional boundaries, in order to ensure effective co-ordination and integration of services. 


The government has also emphasised the importance of security and confidentiality in relation to personal information, and has strengthened legislation / guidance in this area through the Data Protection Act 2018, GDPR 2018 and the Information Governance Assurance Programme. 


All employees working within the NHS are bound by a legal duty of confidence to protect personal information they may come into contact with during the course of their work. This is not merely a requirement of their contractual responsibilities, but is also a requirement within the common law duty of confidence and the Data Protection Act 2018 / GDPR.

In May 2011, the Information Commissioner issued a data sharing Code of Practice specifying that ‘under the right circumstances, and for the right reasons, data sharing across and between organisations can play a crucial role in providing a better, more efficient service …. but rights under the Data Protection Act must be respected’. 


The Caldicott Review ‘To share or not to share’ additionally specified that ‘The duty to share information can be as important as the duty to protect patient confidentiality’. Healthcare professionals within the Member Trusts should have the confidence to share data in the best interests of their patients within a framework set out by the Caldicott principles, and supported by this overarching document.

1.1 This information sharing agreement has been drawn up under the umbrella of the Yorkshire Imaging Collaborative (Y-IC), which sets out the core data sharing principles which have been agreed by its signatory organisations.


1.2 The objective and mission of Y-IC is: ‘Every Image, Anywhere. Your images, your radiology reports, available at the point of care, wherever you travel within our network’

1.3 In order to meet this objective it is necessary for Member Trusts to share selected information – essentially, radiology imaging and reports. The object cannot be achieved without sharing this data.

		2. POLICY STATEMENTS AND PURPOSE





2.1 The purpose of this agreement is to enable diagnostic images (primarily radiological in nature, though further imaging such as Endoscopy, may be included at a later date) to be shared between the below-named organisations in support of the following objective: 

· On-demand availability of patient images & reports at the point of care, no matter where they travel for such care within the Y-IC network

2.2 The benefits of sharing the required information across the Y-IC network include:

· Reduction of the waiting times for external imaging, which are presently experienced by clinicians; this will smooth workflow and facilitate patient throughput

· Instant availability of imaging and reports across the Collaborative for cross institutional care e.g. MDT meetings, specialist referrals

· Rapid availability eliminates the possibility of patients requiring either repeated radiology examinations, or repeated hospitals visits once previous imaging from other member Trusts is available


· The reader is directed to the RCR document ‘It’s Good to Share: medical image and report exchange between UK health service providers’ 2016. It’s Good to Share - RCR 2016.htm

2.3 Access to patient radiology imaging across the Y-IC member Trusts (and indeed across most UK NHS Trusts / Independent & Private Healthcare organisations) is already available and provided, via an electronic transfer method (Image Exchange Portal, IEP), which requires manual requesting / sending between Trusts. The patient data accessible between Member Trusts will therefore not change; the only alteration is in the process by which it is accessed.

		3. PARTNERS & MEMBER TRUSTS





3.1 This agreement is between the partners listed in Appendix 1, from the following organisations (Member Trusts):

· Airedale NHS Foundation Trust


· Bradford Teaching Hospitals NHS Foundation Trust


· Calderdale & Huddersfield NHS Foundation Trust


· Harrogate & District NHS Foundation Trust


· Hull & East Yorkshire Hospitals NHS Trust


· Leeds Teaching Hospitals NHS Trust


· Mid Yorkshire Hospitals NHS Trust


· North Lincolnshire & Goole Hospitals NHS Foundation Trust


3.2 If a new Member Trust joins the agreement, a new version of the Data Sharing agreement will be issued as soon as possible, and circulated to all participating parties.


3.3 If a Member Trust leaves the agreement, a new version of the Data Sharing agreement will be issued as soon as possible, to all participating parties. 

		4. BASIS FOR SHARING





4.1
This agreement fulfils the requirements of the following:

· The Data Protection Act 1998 

· Data Protection Act 2018

· The Human Rights Act 1998 & the European Convention on Human Rights

· The Freedom of Information Act 2000


· Common Law Duty of Confidentiality

· GDPR 2018


4.2 Any information shared and the processes used to share such information will be compliant with the relevant Human Rights legislation. 

		5. PROCESS





5.1 
This agreement has been formulated to facilitate the exchange of radiological imaging and reports between the signatories. It is, however, incumbent on all partners to recognise that any information shared must be justified on the merits of the agreement. 

               The balance, between an individual’s Human Rights and the need to disclose information, must be assessed to ensure the information shared between agencies is proportionate to the purpose.  Anyone in doubt should consult their Information Governance Lead before proceeding.

5.2 INFORMATION TO BE SHARED

Information providers: Each Y-IC Member organisation will potentially share the imaging record (images / reports) for any specific patient who may attend an alternative Y-IC Member Trust for healthcare or treatment


Information receivers: Valid Healthcare staff of each Y-IC Member Trust may potentially receive the imaging record (images / report) for a specific patient who attends their organisation for healthcare or treatment. Such information will be received only when the Healthcare individual actively accesses the patient record via PACS (Picture Archiving & Communication System).

Scope of information to be shared: Information sharing in the context of this document refers to the ability to view radiology imaging and reports by a Y-IC Member Trust, where the imaging originated at another Y-IC Member Trust. Such viewing may also result in the images being downloaded into the PACS system of the non-originating Member Trust from where they are being viewed. It should be noted that this practice will be discouraged for technical reasons, though may be clinically required at times, in order to allow comparison of similar examinations on the same patients whilst being reported by a Radiologist.


Authorised PACS Users at any Y-IC Member Trust will access the PACS record for a specific patient. When accessing the drop-down list within the patient record, they will be able to view the list of radiology exams (if any exist) for their patient at each Member Trust. Within the list of exams, the User will be able to view all contained images plus the associated report. 


This information will only be capable of being accessed once the User is within a specific patient record i.e. there will be no ability to search a Member Trust’s database on an ad hoc basis.

5.2.1 Health care providers who have bona fide access to the Imaging record (via PACS) of a patient within their place of employment (NHS Healthcare Trust) will be capable of accessing imaging acquired at other Member Trusts for that patient, should such data exist. 

5.2.2 When accessing the Imaging record for a specific patient in PACS, within their place of employment (NHS Healthcare Trust), a bona fide User will have access to a drop-down menu showing all Y-IC Member Trusts. The User can select a Member Trust which holds Imaging for their patient, and select the examination of interest to view. 

5.3 CONSENT 

5.3.1 Implicit consent as a result of Fair Processing notices (leaflets / websites) will be applied. 

GDPR Article 9(2): Sensitive personal data - “Necessary for the reasons of preventative or occupational medicine, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services”


GDPR Article 6(1): Personal data - “Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Trust (Data Controller)”.


It should be noted that there are no changes to the types or volumes of data (images / reports) being made accessible – the only change is how these are delivered to the Healthcare professional caring for the patient.

5.3.2 Each Member Trust is to complete / obtain sign-off of a Data Protection Impact Assessment

5.3.3 If consent for sharing is explicitly denied by any individual, it is unlikely that the individual could continue to be treated by or within the Trust in question, as it is currently not possible to highlight refused consent within all required integrated systems. 

5.4 HAS A DATA PROTECTION IMPACT ASSESSMENT BEEN DONE?

5.4.1 A Data Protection Impact Assessment (DPIA) is pertinent to each of the eight Member Trusts, as personal and sensitive data is inherent in each Imaging exam that will be accessed. As such, each Member Trust will produce a DPIA, which will be signed off by the relevant Caldicott Guardian and IG Lead. A copy of each DPIA will be available with this document. 

5.4.2 If a Member Trust leaves the Yorkshire Imaging Collaborative, their DPIA will cease to be associated with this document, and this Data Sharing Agreement will be updated.


5.5 HOW THE INFORMATION WILL BE TRANSFERRED


5.5.1 Each Member Trust will host its own Agfa EI PACS, incorporating an Image Viewer known as Xero. Each site will host one or more unique Xero servers. 

5.5.2 Connectivity of Member Trust sites will be between individual Xero Servers, using SSL protocols over secure N3 connections.

5.5.3 All connectivity and firewall permissions will be undertaken, monitored and supported by relevant IT Leads in Member Trusts.

5.5.4 The Agfa Xero Viewer incorporates ATNA (Audit Trail and Node Authentication), which provides patient information confidentiality, data integrity and user accountability. The Audit Trail function allows full transparency around who has used Xero to access any exam, at any Member site.

5.6 ENSURING DATA QUALITY


5.6.1 Everyone sharing data under this agreement is responsible for the quality of the data they are sharing; however, it should be noted that the quality of the data within each Member Trust PACS is a result of:

· Data quality inputted into upstream systems such as Radiology Information Systems (RIS), Patient Administration Systems (PAS) or other defined Master Patient Indices (MPI’s)

· Image acquisition modalities e.g. CT Scanners, MRI Scanners, Ultrasound machines


5.6.2 Any data archived within a PACS should, by its very nature be accurate and up to date. Patient demographics in PACS are supplied from upstream systems (usually a Master Patient Index / PAS) thus the demographics viewable within or via Xero will reflect this. PAS demographics within Member Trusts will normally be updated in real time upon admission or discharge.

5.7 INFORMATION USE, REVIEW, RETENTION AND DELETION

5.7.1 Member Trusts and partners to this agreement, undertake that information shared under the agreement will only be used for the specific purpose for which it was shared, in line with this agreement. It must not be accessed, used or shared for any other purpose outside of this agreement.

5.7.2 Record ownership – In each case, the originating organisation (Member Trust) remains the primary information owner and record keeper for the information that is accessed i.e. the patient (radiology) record continues to be owned / held by the Member Trust where the imaging was acquired. However, it should be noted that the receiving Trust may subsequently alter downloaded exams (acquired at another Y-IC Trust) by ‘Mark-ups’ or ‘Reconstructions’.

5.7.3 Retention period – this will be in line with guidance provided by ‘NHS Records Management Code of Practice for Health and Social Care 2016’ and RCR guidance and local Member Trusts retention schedules.

5.7.4 The recipient will not release any accessed data to any third party without obtaining the express written authority of the Member Trust who provided (owned / acquired) the images / report. A process for this will need to be established by and between Member Trusts.

5.7.5 Destruction – this will follow the agreed electronic data destruction process in place at the time of destruction (Refer to the confidential waste policy of relevant Member Trust).

5.8 ROLES AND RESPONSIBILITIES UNDER THIS AGREEMENT

5.8.1 The people / roles / teams  who will have access to information provided under this Agreement are: 


Airedale NHS Foundation Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient

· Joanne Wardle & Ashley Williams, PACS System Administrators

· Andrew Leng, Head of  IT

Bradford Teaching Hospitals NHS Foundation Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient


· David Sado, PACS Manager


· Ian Scott, IT Lead

Calderdale & Huddersfield NHS Foundation Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient


· Mark Williams & Sarah Wilson, PACS System Administrators

· Jeannette Law, IT Lead

Harrogate & District NHS Foundation Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient


· Oliver Walkowiak, PACS System Administrator


· Mick Nodder,  IT Operational Manager

Hull & East Yorkshire NHS Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient


· Barry Fitzsimmons, PACS Manager


· Louise Wilson, Michelle Stamp, Louise Hoggard, Sally Smith & Louisa Phillips


· Graham Annan, Desktop Manager, IT

Leeds Teaching Hospitals NHS Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient


· Lynne Gathercole & Zoe Sowden, PACS System Administrators

· Andy Weissenborn, Head of IT

Mid Yorkshire Hospitals NHS Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient


· Gareth Cinnamon & Paul Bapty, PACS System Administrators

· Tony Roberts, IT Lead 

North Lincolnshire & Goole NHS Foundation Trust

· Medical Staff and other Healthcare Providers / Administrative personnel within the Trust who have a valid requirement to access imaging for each specific patient


· Kris Weavill, PACS Systems Manager


· Ben Slowley, IT Lead

5.8.2 All partners to this agreement must appoint Specific Points of Contact (SPOC) – see Appendix 1.


5.8.3 The SPOC’s within each organisation will be the first port of call for questions about the agreement, and in the event of a problem.


 If there is a potential information security breach, the Member Trust’s incident reporting 

 procedures must be followed and relevant SPOCs must be contacted

5.9 
REVIEW OF THE INFORMATION SHARING AGREEMENT

5.9.1 This Data Sharing Agreement will be reviewed 3 months after its launch and annually 

thereafter, unless there are any changes to the inclusions / process. The person responsible for initiating this process is: Y-IC Technology Programme Manager  


5.9.2 If a significant change takes place which means that this agreement becomes an unreliable reference point, then the agreement and DPIAs will be updated as needed and a new version circulated. 

5.9.3 If the lead person for a Member Trust departs their role, an alternative lead must be nominated as soon as possible.

		6. SIGNATURES





6.1 By signing this agreement, all signatories accept responsibility for its execution and agree to ensure that staff members are educated in the process of sharing images / reports, to a sufficient level to meet the purpose of this agreement.


Signed on behalf of Airedale NHS Foundation Trust:

Name:………………………………………………………………………………………………………...

Title/ Position:……………………………………………………………………………………………….

Date:…………………………………………………………………………………………………………..

Signed on behalf of Bradford Teaching Hospitals NHS Foundation Trust:

Name:………………………………………………………………………………………………………...

Title/ Position:……………………………………………………………………………………………….

Date:…………………………………………………………………………………………………………..


Signed on behalf of Calderdale & Huddersfield NHS Foundation Trust:

Name: Dr Cornelle Parker


Title/ Position: Deputy Medical Director/Caldicott Guardian


Date: 27.09.18

Signed on behalf of Harrogate & District NHS Foundation Trust:

Name:………………………………………………………………………………………………………...

Title/ Position:……………………………………………………………………………………………….

Date:…………………………………………………………………………………………………………..


Signed on behalf of Hull & East Yorkshire Hospitals NHS Trust:

Name:………………………………………………………………………………………………………...

Title/ Position:……………………………………………………………………………………………….

Date:…………………………………………………………………………………………………………..


Signed on behalf of Leeds Teaching Hospitals NHS Trust:


Name:………………………………………………………………………………………………………...

Title/ Position:……………………………………………………………………………………………….

Date:…………………………………………………………………………………………………………..


Signed on behalf of Mid Yorkshire Hospitals NHS Trust:

Name:………………………………………………………………………………………………………...

Title/ Position:……………………………………………………………………………………………….

Date:…………………………………………………………………………………………………………..


Signed on behalf of North Lincolnshire & Goole Hospitals NHS Foundation Trust:

Name:………………………………………………………………………………………………………...

Title/ Position:……………………………………………………………………………………………….

Date:…………………………………………………………………………………………………………..


Appendix 1: Member Trusts, Signatories and Leads


		Organisation

		Specific Point of Contact (SPOC)

		Caldicott Guardian

		Information Governance Lead






		Airedale NHSFT

		Jennifer Pope

		Justin Tuggey

		Jennifer Pope



		Bradford Teaching NHSFT

		Jennifer Pope

		Bryan Gill

		Jennifer Pope



		Calderdale & Huddersfield NHSFT

		Helen McNae

		Cornelle Parker

		Helen McNae



		Harrogate & District NHSFT

		Jo Higgins, IG Manager

		David Scullion, Medical Director

		Jo Higgins



		Hull & East Yorks NHST

		Dr Tony Goldstone

		Dr Purva Makani

		Dr Tony Goldstone



		Leeds Teaching NHST

		Johnny Chagger

		Yvette Oade, Medical Director

		Johnny Chagger



		Mid Yorkshire NHST

		Martin Moorhouse

		Ian Wilson

		Martin Moorhouse



		North Lincolnshire & Goole NHSFT

		Susan Meakin

		Wendy Booth

		Susan Meakin





Appendix 2: Glossary


		Term or Acronym

		Meaning



		



		ATNA




		Audit Trail & Node Authentication – an Integration profile: which assists in limiting access to authorised users only. In addition, User accountability is provided via an Audit trail.

XERO is compliant with the ATNA standard, creating Audit Logs and storing them in an ATNA compliant repository. EI then serves as the IHE ATNA compliant repository. The system can thus track ‘who views what and when’ 






		DPIA




		Data Protection Impact Assessment – a process to help identify and minimise the data protection risks of a project



		GDPR

		General Data Protection Regulation - standardises data protection law across all 28 EU countries and imposes new rules on controlling and processing personally identifiable information (PII). GDPR came into force on 25th May 2018, replacing the 1995 EU Data Protection Directive






		Member Trusts




		NHS Hospital Trusts who form part of the Yorkshire Imaging Collaborative



		MPI 

		Master Patient Index –identifies patients across separate clinical, financial and administrative systems; necessary for information exchange to consolidate the patient list from various databases. The term is often used interchangeably with PAS (see below).






		PACS




		Picture Archiving and Communication System – a Medical Imaging technology allowing the storage, display, manipulation and distribution of medical images. 






		PAS

		Patient Administration System - a core component of a Hospital’s IT infrastructure, recording each patient’s demographics and detailing patient Inpatient and Outpatient attendances. May be an inherent component of a Hospital EPR (Electronic Patient Record).






		RCR




		Royal College of Radiologists - the professional body responsible for the specialty of clinical Radiology throughout the United Kingdom. Its role is to advance the science and practice of radiology, further public education and set appropriate professional standards of practice.






		SSL




		Secure Sockets Layer - a protocol developed for transmitting private documents / data via the Internet, by use of a (trusted) SSL certificate.



		Y-IC




		Yorkshire Imaging Collaborative – a regional clinical network which collectively signed up to a single procurement of Agfa Enterprise Imaging, which forms Phase 1 (Technology) of the Y-IC Programme.. This procurement will then be used as an enabler and driver for the Phase 2 (Transformation & Workflow Sharing) element.
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